IIpakTnyeckoe 3aganme AJs PerMOHAJBHOI0 3TANA BCEPOCCUIICKON OJIUMITHA/IBI
IIKOJbHUKOB 10 TexXHOoJ0oruu 2023 — 2024 y4yeOHbIH 1o
Ipopuiab «HpopMannoHHass 06€30MACHOCTH»
9 knacc

TeMaTuku 3a1aHui

B Type HeoOXoauMo pemmTh Kak MOKHO Oosnbiie 3aganuii. Habops! 3a1anuii OpueHTHPOBAHBI HA
KOMIUIEKCHYIO ~ OIICHKY HAaBBIKOB YYAaCTHHKOB 3aKJIOUHUTEIBHOIO Typa U  OXBaThIBAIOT
MepEeYNCIIEHHBIC HI)KE TEMBI:

1. PeBepc (aHayIn3 NCXOAHBIX TEKCTOB KOMIIBIOTEPHBIX ITPOrPaMM)

2. Web (mmouck ys3BUMOCTel Web-TIpHI0KEHU )

3. Forensics (1mouck ciaenoB HHITUACHTOB HHGOPMAIIMOHHON 0€301MacHOCTH )

4. Linux\Unix (HaBbIKM aJIMUHUCTPHUPOBAHHUSI OTIEPAIIMOHHBIX CHCTEM )

5. Amnanu3 Tpaduka

6. Cpenctpa 3ammTel nHbopMmaruu (C3N).
IIpumeyanus:

Onenka 3amanuii (kpome Ttematukun C3UM) mpousBogUTCS aBTOMATHYECKH IO (aKTy
pa3MelleHns YYaCTHUKOM B I10Jie JJIs BBOJA KOPPEKTHOro ¢iara — CTPOKHU ONpPEeeHHOro BUa
(mabnon OyneT O3BydYeH Mepes HadajoM Typa), AOCTYI K KOTOPOMY SIBJISIETCS WHIUKATOPOM
YCIIEIIHOT'O PEeIICHUs 3aJaHus.

Onenka 3aganuii nmo temaruke C3W mpousBoauTcs oOpraHu3aTopaMM Ha OCHOBAaHUU
MIPEOCTAaBICHHBIX yYaCTHUKAMU (paitsioB.

MaxkcumanbHO BO3MOXKHOE YHCIIO 0aJIoB 3a MpakTU4deckuil Typ — 35 6asos.

NudpacTtpykrypa yuacTHHKA
1. Ha IIK yuyacTHHKa 01MMIIHA/Ibl JOJDKEH OTCYTCTBOBATH IOCTYI B ceTh “VHTEepHeT”.
2. HaIIK yyacTHMKa ycTaHOBJIEH runepsusop VirtualBox?.
3. YyacTHUKY TpeocTaBisieTcsi 00pa3 BUPTYyalbHOW MAalIMHBI ¢ HEOOXOIMMBIM MPOTrPaMMHBIM
obecrieueHneM JJis pelieHus 3aJaHuil. BupTyanpHyo MallliHy y4acTHUKA TpeOyeTcs 3alyCTUTh /10
HayaJia MpakTU4eCcKoro Typa.
4. Ha cepBepe opraHu3aTOpOB 3aIyCKaeTCsl BUPTyaidbHas MamuHa ¢ [lnardopmoil ¢ 3agaHusMu,
KOTOpasi MCIOJB3yeTCs MJIs pelieHus BCeX 3aJaHuid, KpoMme 3amaHuii mo pabore ¢ C3U.
Pazeepmuieanue Ilnamgpopmer 0na Kaxcoozo Kiacca npou3zeoOOUmMcAa HeENOCPEeOCH 86eHHO20
opzanuzamopamu ne pamnee uem 3a 1 oenv 0o nposedenus npakmuueckozo mypa. BupryanbHas

MarmmHa ¢ [Tnatdhopmoii Takke omKHA OBITh JOCTYITHA MO JIOKAILHOM CETH C MAITMH Y9aCTHUKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jnis 3arpy3kd ydacTHMKamu (paiiyioB (CKPUHIIOTOB, CKPUIITOB, KOH(UTI'YpallMOHHBIX (haiioB U
T.I1.), TMOATBEPXAAIOIIUX BBINOJIHEHUE 3afaHuil TemMatuku C3VM, opraHu3aTtopel IpPEnOCTaBAT
MEXaHU3M HMHJIUBUAYAJIbHON 3arpy3kKu 3TUX (ailyioB (MHIMBHUAYaJbHbIC MANKH C IEPCOHAIBHBIM
JOCTYTIOM ]ISl Ka’KJIOT'0 y4aCTHUKA).

OO61mue TpedboBaHUS
1. Jlo Hayama HpakTHYECKOro Typa HeoOxoaumo obecreunts aoctyn ¢ IIK ydacTHMKOB Kk
[Tnatdopme ¢ 3amanusmMu, pa3BepHyTod Ha cepepe. Ha skpanax IIK yuactHuka mOKHBI OBITH
BBIBE/ICHBI OKHA PErHCTpaliy Ha IiaT(opme ¢ 3aJaHUSIMHU.
2. Ilocne crapTa NpPakTUYECKOrO Typa, YYAaCTHUK JOJDKEH BBINOJIHUTH 3aJaHUs IOJHOCTBIO
CaMOCTOSITENIbHO. 3aaHus pacnonoxensl Ha [lnatdopme. [IporpaMMHBIN HHCTpYMEHTApU U1 UX
peleHus JOCTYIIeH Ha BUPTYyalbHbIX MamMHax Ha [IK ygacTHHKOB.
3. Ilo oxOHYaHUM peLIeHMs 3alaHUi yYaCTHUK OJIMMIINAJbI MOXKET IOKMHYThH ayAUTOPHIO.
4. Halinennsie ¢aaru (kpome 3amanmii C3U) BBogsatcs Ha Ilnatdopme. KonmuecTBO MOMBITOK

BBOJIa (prlara He OrpaHMYEHO. 32 OMMUOOYHO BBEICHHBIN (hyiar OaJTbl HE CHUKAIOTCS.

Challenges

TopeHIvKa

Pucynok 1 — npuMepHbIii BUA 3KpaHHoro unrepdeiica [lnathopmsl ¢ 3ananuamu

ITopsinoxk npoBeneHus
JIMUTEenbHOCTh MPAKTUYECKOro Typa (BBINOJIHEHHE MPAKTUYECKUX 3aJaHUN) JUis YYaCTHUKOB 9
knacca cocrapisger: 180 munyT (6e3 yuera nepepbiBoB). B cirydae oOHapy»KeHUs HEUCITPAaBHOCTH B
000opyioBaHUM, BO3HUKILEH HE M0 BUHE YYaCTHUKA, MO PEIICHUIO HAOII0AaTeNsl JaHHBIH YYaCTHUK
MOXET nepecectb Ha pezepBHbI [IK. Bpemsi, 3aTpaueHHOE Ha BBISBIICHHE U YCTPAaHEHHE TaKOU

HCUCITPABHOCTU, KOMIICHCUPYCTCA.



KapTra oneHKH y4acTHMKA peruoHAJIBLHOro 3Tana — 9 kiace

HIugp yuwacmuuka

Ne Temaruka 3agaHus Kpurtepuu oneHku Bcero Baubl no
3a1aHus 0aJL10B paxry

1. Linux\Unix (misc) | ®akT pa3MenieHuss y4YaCTHUKOM B 1
1oJIe 11 BBOJIA KOPPEKTHOTO (priara

2. Linux\Unix (adm) | ®akr pa3melieHUs] YYaCTHHKOM B 2
TI0JI€ JIIs1 BBOJIA KOPPEKTHOTO (hiara

3. Forensics @akT pa3MemieHHs YYaCTHUKOM B 3
ToJie 71 BBoJa KOPPEKTHOro (ara

4. Web @akT pa3MelleHUus YYaCTHUKOM B 3
ToJie 71 BBoJa KOPPEKTHOro dara

5. Web dakT pa3MelIeHUs YYaCTHUKOM B 5
1oJie JUIsl BBOAA KOPPEKTHOro (hiara

6. Reverse @®akT pa3MelleHUs YYaCTHUKOM B 3
ToJIe IIsl BBO/IA KOPPEKTHOro (hiara

7. Reverse @akT pa3MelleHUs YYaCTHUKOM B 5
ToJIe ISl BBO/IA KOPPEKTHOTO (para

8. Reverse (pwn) @akT pa3MelIeHUsT YYaCTHUKOM B 6
noJse 71 BBOAA KOPPEKTHOro (hara

9. C3u Kpurepuun oOIEHKH TpHUBEAECHHI B 2
3aJaHIH

10. C3U + Awnamm3 | Kpurepun oOueHKM IIpUBEIEHBI B 5

Tpaduka 3aJlaHUU
b 35




3ananns
Linux\Unix (misc) - ¢Jiemxa Bo3MoKHOCTEH
OObIKHOBEHHBIN TUHEHKep JIFOTHK HATKHYJICS HAa 6€300MAHO BBITJISIBIBAIOLIYIO U3 OJlyBaHYMKOB
¢nemky. "BECIIJIATHO" - mogyman JItoTuK, HO 0Ka3ajioCh, 4TO 3TO HE TPOCTO UIeIKa, a IebIid
OyNBbDKHMK LU(POBBIX TallH, OCTABJICHHBIM Ha MaMATh HEKUM 3araJlouHbIM dYapojieeM, KOTOPbIH
pelIn 3aMyTUTh TaKyIO 3araJloYHyI0 UTPy Ha BBIY)KMBaHHE KJI0O4a JIOCTYIa, 4TO caM Obl B HEH He
CIIPaBUJICS... TYT HE OOONTUCH 0€3 YEKaHHOW MOHETBHI.

[{ennb pabOTHI: TMOXyYEHHUE AOCTYMA K drary
Htor paboThl: MOIYIUTH AOCTYI A0 (paara

Kputepuii orieHKu: npeaocTaBieHUe NpaBUIbLHOTrO (hiara

PexomMenayembie peaycraHoBIeHHbIE yTHIUTBL: bash, python

Linux\Unix (adm) - again and again postexploiatation

Ha omnom u3 BeG cepBepoB Kasp MopxeHa 3aMeTHIIM MOJO3PUTEILHYI) aKTUBHOCTh - YTO-TO
KUBET HA HUX... U KOKIBIH pa3 KaKk aJMUHUCTPATOpP yCTpaHSIET CTPaHHOE MOJKIOYEHHE CHOBA
MOSBJISACTCSA, TYT 0e3 cepeOpSIHHOW KOIIKH He 00oTHCh. [ pemeHus 3amaanus HaiiauTe Quar B
CKOMITPOMETUPOBAHHON CUCTEME.

[lenb pa®oTHI: MCCIENOBAHKUE 1aMIIa CUCTEMBI
Htor pa®oThl: HaliTH (1ar B CKOMIIPOMETUPOBAHHOM CHCTEME

Kputepuii orieHKU: NpeaocTaBiIeHUe KOPPEKTHOrO (iara

PexomMeHnayembie IpeayCcTaHOBICHHBIC YTUANTHL: bash, python

Forensics - ransome lab incident

OuepenHoil 3aKas... y Hallero KJIMEHTa — KyIMIla JUIIb AyOJIMKaT 3a4apOBaHHOM CHCTEMBI ... BCE
CBUTKH 3aTeMHeHbl MarudeckuMm mmdpom... [IOMOI'UTE muHe pacmmdpoBaTh TaWHCTBEHHBIN
IepramMeHT ¢ pyHaMH Ha Ha paboueM CTole.

! !CJIB [!a6OTBII HCCICOOBAaHUEC AaMIla CHCTEMBI

Htor paboThl: MOTYIUTH JOCTYH A0 (rara (OnmpeaenuTs JIOTUKY MU(POBAIBITIKA U JeIr poBaTh

(hatin)

Kputepuii olieHKH: peIoCTaBIeHHE KOPPEKTHOTO iara.

PexomMeHnayembie peaycraHoBIeHHbIe YTHIUTBE: bash, python




Web - rpy6asi cuiia cTporoii In3bIOHKIMA

Otaen pa3pabOTKHM HMCCIEAOBATEILCKOTO ILEHTpa ApPETy3bl TOTOBUT PEJIU3 HOBOTO MErackomna,
OJTHAKO peaJIM3aIMI0 XCHJUIMHTa CECCHH JOBEPHJIM CTa)Xepy...XOpOHIo OBl TMPOBEPUTH €ro
0€30MacHOCTb.

[{enb pa®oTHI: MCCIIEOBAHHUE JIOTUKU Pa0OTHl Web-ITPUIIOKEHUS U MOJIydeHHe A0CTyMna K (iary

HTor paboThl: MOIyYUTh JOCTYI 10 ¢uiara

Kputepuii OIleHKH: TPEAOCTaBIEHHE KOPPEKTHOTO uiara

PexomMeHnayembie IpeayCcTaHOBICHHBIC YTHIMTBI: Burp Suite, python

Web - humongous I:keiicon

[Tocne Toro, xkak I'epanbT u3 PuBum ycnemno modeans MOHCTpa, MOSABUIOCH HOBOE MCIBITAHUE —
B3JIOMAaTh CHUCTEMY JPEBHHUX MAaroB, HOCTPOCHHYI0 HA CTPYKTYPHUPOBAHHOM XPAaHMIHIIEC JAHHBIX,
/i€ 10 HEKOTOPBIM MPEANOIIOKEHUAM, XpaHUTCA BakHast nuHpopmanus o [IpennasHauenum.

Bama muccust 3akiro4aercss B TOM, 4TOOBI MPOIKCIITYyaTHUPOBATh MOTEHIIHAIBHBIE YSI3BUMOCTH B
00Xxo/1e OrpaHMYEHUI BBOJA aHHBIX, KOTOPBIE MOTYT MO3BOJUTH U3MEHSATH CTPYKTYpPY 3aIIPOCOB K
sToMy XpaHununly. [lomMHUTE, 4TO BebMaKy MOJIE3HO HE TOJbKO 3HaTh, KAK B3aMMOJEHCTBOBATh C
KUBBIMH CYIIECTBAMH, HO M KaK B3JIOMaTh CHCTEMbI 0€3 HWCHOIB30BaHHS TpPaIUIIMOHHONW sql-
WHBEKILINH.

[{enb paboThI: MCCIIETOBAHKE JIOTHKU paOOTHI Web -ITPUIIOKEHUS U MTOJIydeHHe J0CTyna K (hiary

Htor paboThl: MOIYIUTH AOCTYI A0 ¢uiara

Kputepuil olieHKH: peaocTaBiIeHUE KOPPEKTHOrO ¢uiara

PexomMeHnayembie peycraHoBIeHHbBIE YTHINTBI: Burp Suite, python

Reverse - overflow

Z{axce CujiaMH CTYACHTOB aKaACMUU ApTy3a HC OCTAHOBUTH J3TOT I/IMHOpTOSaMeH_IaIOIJ_II/If/i BHXPb
Maruu - nepea HaMu O‘IGpG,Z[HOfI TECTOBBINA CTCHA, 3QIATBIA CUSTHUEM APryMCHTOB. HpOBepI/IM XK¢E,
HACKOJIBKO 6630H8.CHO BCC B OTOT pas...

Benpmak I'epanbt, ero yuenuna [{lupu u cnytHuia erHHH(bep BHHUMATCIbHO U3Yy4alOT Marun4ecKyro
KOHCTPYKIHIO0. Xa0THYHO MEpIArole PyHbl Ha KaMEHHOW OalllHe Cpeau HE MPEABEIIal0T HUYETro
XOpomero. Ho mammm reposim HE BHepBOﬁ CTAaJIKUBATHCA C HCU3BCCTHOCTBHIO U OITACHOCTBIO.

[TopxmroueHune k cepBUcy ocyuiecTBisieTcs uepes netcat: "nc <[P><PORT>" I[P agpec u nopt
MOSIBJISIFOTCS TTOCIIE TOAHITHE UHCTAHCA 3a/JaHUS.

[lenb pa®oThI: HCCIEI0BAHUE JJOTUKU PA0OTHI TPOrpaMMbl



Htor paboThl: ONMpeneauTh YI3BUMOCTb B UCXOAHOM KOJI€, TO3KCILIYaTUPOBATh ATY YSI3BUMOCTb,
MOJYYUTh JOCTYM K (hary

Kputepuit o1ieHKHU: TPEAOCTABICHHE KOPPEKTHOTO (hiiara

Pexomenayembie peaycranoBiennsie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, ltrace, objdump, readelf

Reverse - crackme

HIxonpauna-Benpma u3 HoBurpama, Maprapurta, obHapyxwuina B "Bunorpagnom CooOmiectse"
CBUTOK C IIPOrpaMMOI-3aKJIMHAaHUEM Ha 3aXBaT BJAacTU. BbIBIIMII Biajienier] CBUTKa UCUE3, TOITOMY
el mpunercs pazoOpaTbCs B ApeBHEN IPOrpaMMHOM Maruu camocrosiTensHo. K cuacToio, mKkomia B
Jloguu yxe naBHO 00y4aeT TAKUM HaBBIKAM.

[lenb paboThI: McCe0BaHUE JIOTUKU pabOoThl IPOrpaMMbl
Htor paGoThl: ONpPENEnuTh JIOTUKY pabOThl IPOrpaMMBl, MOAYYUTh JOCTYI K (uiary

KpuTepuii olieHKH: MPEA0CTaBICHUE KOPPEKTHOTO hiiara

Pexomennyembie npenycraHoBiaennbie yruauTbel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse (pwn) - encoding

Takuelii xon It aktuBauuu Beabmaubero 3naka Mrum - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxennsiii koa aeiicrsosan ¢ 1060 o 1127 rox, B snoxy Benukoro
Benpmaka. Opnako ['epanst m Hupu pommwmuch eme mozxe, B 1290 romy, m 3TOT KoA, K
COXaJIEHUIO, JUIsl HUX He noaxomuT. Ilomorure nHammm benomy Bonky m JlacTouke packpbITh
CEKPETHYIO IIOCJIEA0BAaTEIbHOCTh U aKTUBUPOBATh 3HAK MrHuU, 4TOOBI cacT MHUP, U3yBEUEHHBIN
BoitHOM ¢ Hunbsgraapaom.

[TogxmoyeHue k cepBUcy ocyuiecTBiseTcs yepes netcat: "'nc <IP> <PORT>" IP agpec u nopt
HOSBIIAIOTCSA MOCTIE MOIHATHE HHCTAHCA 3a/1aHus.

[{enb paboThI: HCCIEIOBAaHUE JIOTUKH PA0OTHI MPOTrPaMMBbl

Hror paGoThl: ONpeaenuTh yI3BUMOCTh B UCXOJIHOM KOJI€, TO3KCILUTYaTUPOBATh 3Ty YA3BUMOCTD,
MONYYUTh IOCTYII K (prary

Kputepuii orieHKU: mpeaocTaBiIeHne KOPPEKTHOro ¢uiara

Pexomenayembie npenycraHosiaennbie yruauthl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MH - just nginx

I'epansT n3 PuBnu nonyuaer HoBoe 3aganue. CereBoit geMoH NGINX ya3sum aisa Cun 31a, Hy’)KHO
€ro NpoaHaJIM3upOBaTh U UCIIPABUTH YSA3BUMOCTHU B KOH(uUre. ITOT 3aKa3 noTpedyeT oT Benpmaka
3HAaHUH B KOOHuHTE...IIOMOI'uTe Fepaany BBIIIOJIHUTH MUCCHIO.

[{enb pa®oThI: OMpeaeseHrne U UCIIpaBIeHNE YSI3BUMOCTH B KOH(UTYpalu nginx
HTor paboThl: 3arpys3uTe B IpeaocTaBiIeHHbIE hopMBbI 2 daiina:
1. TEKCTOBBIH (aiis1 ¢ ONMCcaHUEM YS3BUMOCTH

2. UCTIpaBJICHHBII KOH(QUIypallMOHHbIN (aiin

Kpurepun oreHku:

* KoppekTHo ornpesenena ys;3BUMOCTb - 1 6asn

* KoppekTHo uciipaBieH KOHQUTypallmOHHBIN (aiin - 2 H6anna
* HE koppekTHO onpezeneHa ysi3BUMOCTb - MUHYC 1 Gam

* OTCyTCTBYET OlucaHue ys3BUMocTU - MuHyc 0.5 6anna

Ananu3 Tpadpuka

Ha CkeluIire mpoM3oIIo YTO-TO CTPALIHOE, OJHAKO BCE YTO OCTAI0Ch MeHHH(bIp 1 MBIIIOBYpPY
JUISE TIPOBEIICHMSI SKCHEpTH3bl - 3amuch Tpaduka. [lomorute daponelike W APyHaAy IMPOBECTH
paccrienoBanue Aa0bl TPEIOTBPATUThH MOJOOHBIE HHIMACHTHI B OyaymieM. [l aToro: onpenenure
IP-anpec arakyromero, onpeaeanTe THIT aTakd, COo3JaiTe mpaBuia iptables miis nmpenoTBpameHus
JTaHHOU aTaKH.

Pemenue pasMmectuTe B ceTeBOU Mamke, NpoAyonupyiliTe Ha paboueM ctose Bamreil BupTyanbHoO#
MAaIllUHbl YYaCTHUKA.

BAJKHO: |IP-agpec araxkyroomero - HWHIWKATOP pEHIEHWS 3aJaHus, padoThl  YYAaCTHHKOB,

HCKOPPEKTHO \ ne onpcACIMBIINX €TI0 - HC ITOJICKAT ,uaaneﬁmeﬁ HDOBCDKG!

Henpro paboThl sABIAETCS LETIOYKHA TpaBuil iptables st GJIOKMPOBKH aTakH, MPEACTAaBICHHOW B
UCCIIeyeMOi 3amucH Tpaduka.

[Tpu 3TOM TpeboBaHusI K mpaBuily iptables:

1. B xauecTBe Ha3BaHUS LIETIOYKU MPABUI - YKKUTE MPEANOIaraeMblii BUJ] aTaKu

2. YKaxuTe MpenerpHoe YUCIIO MaKeTOB B €AMHHILY BpeMeHH (MaKeThl OyAYT MPOXOAUTH MPaBUIIO
TOJILKO TIOCTIE TTPEBBILICHHS OTPAHUYCHUS) PAaBHBIM | B CEKYHIY

3. YKkaxxuTe MaKCMMalbHOE 3HAYCHHE CUETUHKA MAaKETOB, P KOTOPOM CpadaThIBaCT OrpaHUYCHUE
paBHBIM 3

YciaoBue Ha JAOINOJHHUTCIIbHBIC 0aJIIbL:

* ganmummre shell-ckpunt (.sh) m1s 6mokupoBkH ataku - 2 6ana



Hror paboThI:
1. Cnannslii B TecToBYIO cuctemy IP-anpec arakyromiero

2. TexcToBbIl (haiin ¢ HAaMMCaHHOM LIENOYKON MPaBUII
3. shell-ckpunT moarpyxaroumii mpaBuia

Kpurepuu oreHku:

* KoppekTtHo onpenenen [P-anpec atakyromiero - 1 6amn

* KoppekTHO onpeneneH Bu ataku - 1 6amna

+ Coznano npaBuiio iptables 1yt 6JIOKMPOBKY aTtaku - 2 Oasa

* 3a KaXJ0€ OTCYTCTBYIOLIEE TpeOoBaHHe - MUHYC 1 Oain

* BeimmosnHeHo goi. ycnosue (.sh CKpUNT NOATpy KoM MpaBUIla) - 2 Gania



